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Essentials of Information Technology

Where we came from... Where we are going...

Multiple sources, multiple devices,
multiple applications

Primarily single source

D C J : :
Largely asynchronous l‘f"“! - . Non real-time and real time,
interactive

Dispersed teams,

Inside my organization People outside my organization
Static and pre-defined networks Communities Dynamic teams
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Current
Threat
Landscape




Top Security Threats

Workplace Violence

Business Interruption/Disaster Recovery
Terrorism (Global and Domestic)
Internet/Intranet Security

Employee Selection/Screening Concerns
Fraud/White-Collar Crime

Unethical Business Conduct

General Employee Theft

Property Crime (external theft/vandalism)
Drugs/Alcohol in the Workplace
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Top IT Security Concerns

Securing remote access
Keeping virus definitions and AV software up to date
Patching systems

Monitoring intrusions

Securing file transfers

Network use monitoring

User policy awareness and training

Password management and administrative access
User training

Monitoring of system logs
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Mobile
Device
Impact




Hackers are increasingly targeb~

vulnerabilities in mobile devices —
specifically the iPhone and the iPad.
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CyFln MobileTrends: sanuary 2011- Present

CyFin Listserv

m Spoofing (posing as client)
® Vishing for Acct. Info
Changed Number on Account
Call Forwarding
B TDos Attacks
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Key Mobile Threats & Risks

Overlap to Tablets/Smartphones

Mobile Threat

Misbehaving Apps

FEJES

Network Abuse
Battery Drain
Memory Hog
CPU Spike

User Risk

Device Loss or Theft

Device Theft
Unauthorized Access

Phishing/ *  Online Banking Spoofing
S fing/ e Email/Web Phishing
pooting e Voice/SMS Phishing
Web Scams e Malware Download
¢ Online Compromise
Network Attacks  BOT Networks/DOS LOW
e Man-in-the-Middle Attack
e Viruses
Malware e Spyware/Snoopware
e Trojan Horses/Worms
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WikiLeaks







So what is the Cloud, exactly?

Qutsource

processes

Off-line access - Online storage

y =

Online hl v

3" Party
integration ™= _ ~ Online office

Snine St
= calendars

Platforms

y =
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More scrutiny for “Cloud” security

Popularity in Cloud services will continue to increase.

Auditors will need to see a clear audit trail of application activity from
end-users.

Require tighter integration between Cloud applications and internal
monitoring and security technologies and policies.



Risk vs. Reward




Data breaches at schools and
hospitals yield record-breaking
financial losses in 2011.

According to the Identity Theft Resource Center, educational and medical
institutions accounted for more than a third of all data breaches in 2010,
as well as some of the largest breaches of the year, including two at the

University of Hawaii (nearly 100,000 records exposed), and AvMed Health
Plans (1.2 million records breached).

Ponemon Institute study concluding that data breaches were costing the
healthcare field more than S6 billion per year.
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Security Real World Example \
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The Criminal Element

e
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Building Blocks of an Exploit

Malware exploiters purchase malware and use it to

% steal victim banking credentials. They launch /A & e 0
* attacks from compromised machines that allow them 4 \ Melwere oo d devel
to transfer stolen funds and deter any tracking of / Malware glwars coasrs develop
. . / . malicious software that is
their activities. /' Exploiters soild ‘o the Black matiet.

Money mule networks are comprised of

individuals engaged in the transfer of stolen
Money Mules

T funds who retain a percentage for their
services.
. o Victims include individuals,

0 ST—r businesses, and financial institutions. -
|I “ H Victims



Fraud- The Execution

1. Malware coder writes malicious
software to exploit a computer
vulnerability and installs a trojan

Malware coder

Hacker \i___. 8
> P o —_— ;
. \«-“ | Compromised
2 Victim infected = 90 3. Bankl_ng )| 4. H_acker 5 Remote proxy
with credential- argeted credentials - retrieves o 1o
teali I victim siphoned Compromised banking Hacker jrees .
sicaling maiwal'g collection server . 4o oo compromised
computer
l 6. Hacker logs into victim’s online bank account
== — @ g
7. Money 8. Money
. transferred o transferred from
Victim bank  to mule U mule to organizers Fraudilent
Money mules company
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Global Reach

victims malware coder/exploiters

\\*

= ‘ Law Enforcement
:;‘ 7 ".'-' ot Response To Date:

Total FBI cases: 390
Attempted loss: $220 million
Actual loss: $70 million

United States: 92 charged and 39 arrested
United Kingdom: 20 arrested and eight search warrants
Ukraine: Five detained and eight search warrants



Reducing
Risk in IT
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RECAP-Top IT Security Concerns

Nare up to date

Securing file t
Network use g
User polic

Passwo istrative access




Risk/Countermeasure Relationshkk

Threat Exploits Vulnerability  Leads to

Countermeasure “Mitigated by Exposure Causing Asset




Questions?
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