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Readily Available Information 

www.shrm.org
www.dol.gov
https://www.peoplematter.com/resources/culture-
white-paper
https://papers.ssrn.com/sol3/papers.cfm?abstract_id
=2015386
www.gallup.com

http://www.shrm.org/
http://www.dol.gov/
https://www.peoplematter.com/resources/culture-white-paper
https://www.peoplematter.com/resources/culture-white-paper
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2015386
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2015386
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Why be PCI DSS compliant? 
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Goals PCI DSS Requirements 
Build and Maintain a Secure 
Network 

1. Install and maintain a firewall configuration to protect cardholder data 
2. Do not use vendor-supplied defaults for system passwords and other security 
parameters 

Protect Cardholder Data 3. Protect stored cardholder data 
4. Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability 
Management Program 

5. Use and regularly update anti-virus software or programs 
6. Develop and maintain secure systems and applications 

Implement Strong Access 
Control Measures 

7. Restrict access to cardholder data by business need to know 
8. Assign a unique ID to each person with computer access 
9. Restrict physical access to cardholder data 

Regularly Monitor and Test 
Networks 

10. Track and monitor all access to network resources and cardholder data 
11. Regularly test security systems and processes 

Maintain an Information 
Security Policy 

12. Maintain a policy that addresses information security for all personnel 



Tools for Assessing Compliance 
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Challenges for Restaurants 
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Recent Breach Examples 
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Cybersecurity Takeaways 
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How to Get Started 



Getting Started 
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PCI Scoping CDE 
Environment 

SAQ 
Requirements 

Remediation 
Plan Reporting  



Getting Started 
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Getting Started 
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Self Assessment Questionnaires 



Self Assessment Questionnaire 
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SAQ Categories 
SAQ Description 

A Card-not-present (e-commerce or mail/telephone-order) merchants, all cardholder data 
functions outsourced. This would never apply to face-to-face merchants. 

B 
 

Imprint-only merchants with no electronic cardholder data storage, or standalone, dialout terminal 
merchants with no electronic cardholder data storage 

C-VT Merchants using only web-based virtual terminals, no electronic cardholder data storage 

C Merchants with payment application systems connected to the Internet, no electronic cardholder data 
storage 

D All other merchants not included in descriptions for SAQ types A through C above, and all service 
providers defined by a payment card brand as eligible to complete an SAQ 
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The Balancing Act 



Why is it so hard to get good financial information? 

QuickBooks, Microsoft Dynamics, SAP 
and Oracle all pre-date the Internet. 



Your First Decision 



On-Premises Solutions 



Hosted Solutions (single tenant) 



Cloud Computing Solutions (multi-tenant) 



Software as a Service (SaaS) 

Just like Google, Amazon and online 
banking, cloud-based financial 
applications were built for the Internet age. 
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Turn Capex into Opex 



Evaluating Solutions 



What to Look for in a Cloud Vendor 



SLA Must-Haves 



How to be an Informed Buyer 
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